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National Credit Union Administration § 748.1 

or administrative proceeding author-
ized by law. 

[65 FR 8594, Feb. 18, 2000, as amended at 67 
FR 71094, Nov. 29, 2002] 

PART 748—SECURITY PROGRAM, 
REPORT OF SUSPECTED CRIMES, 
SUSPICIOUS TRANSACTIONS, 
CATASTROPHIC ACTS AND BANK 
SECRECY ACT COMPLIANCE 

Sec. 
748.0 Security program. 
748.1 Filing of reports. 
748.2 Procedures for monitoring Bank Se-

crecy Act (BSA) compliance. 
APPENDIX A TO PART 748—GUIDELINES FOR 

SAFEGUARDING MEMBER INFORMATION 
APPENDIX B TO PART 748 GUIDANCE ON RE-

SPONSE PROGRAMS FOR UNAUTHORIZED AC-
CESS TO MEMBER INFORMATION AND MEM-
BER NOTICE 

AUTHORITY: 12 U.S.C. 1766(a), 1786(Q); 15 
U.S.C. 6801 and 6805(b); 31 U.S.C. 5311 and 
5318. 

§ 748.0 Security program. 
(a) Each federally insured credit 

union will develop a written security 
program within 90 days of the effective 
date of insurance. 

(b) The security program will be de-
signed to: 

(1) Protect each credit union office 
from robberies, burglaries, larcenies, 
and embezzlement; 

(2) Ensure the security and confiden-
tiality of member records, protect 
against the anticipated threats or haz-
ards to the security or integrity of 
such records, and protect against unau-
thorized access to or use of such 
records that could result in substantial 
harm or serious inconvenience to a 
member; 

(3) Respond to incidents of unauthor-
ized access to or use of member infor-
mation that could result in substantial 
harm or serious inconvenience to a 
member; 

(4) Assist in the identification of per-
sons who commit or attempt such ac-
tions and crimes, and 

(5) Prevent destruction of vital 
records, as defined in 12 CFR part 749. 

(c) Each Federal credit union, as part 
of its information security program, 
must properly dispose of any consumer 
information the Federal credit union 

maintains or otherwise possesses, as 
required under § 717.83 of this chapter. 

[50 FR 53295, Dec. 31, 1985, as amended at 53 
FR 4845, Feb. 18, 1988; 66 FR 8161, Jan. 30, 
2001; 69 FR 69274, Nov. 29, 2004; 70 FR 22778, 
May 2, 2005] 

§ 748.1 Filing of reports. 

(a) Compliance report. Each federally 
insured credit union shall file with the 
regional director an annual statement 
certifying its compliance with the re-
quirements of this part. The statement 
shall be dated and signed by the presi-
dent or other managing officer of the 
credit union. The statement is con-
tained on the Report of Officials which 
is submitted annually by federally in-
sured credit unions after the election 
of officials. In the case of federally in-
sured state-chartered credit unions, 
this statement can be mailed to the re-
gional director via the state super-
visory authority, if desired. In any 
event, a copy of the statement shall al-
ways be sent to the appropriate state 
supervisory authority. 

(b) Catastrophic act report. Each feder-
ally insured credit union will notify 
the regional director within 5 business 
days of any catastrophic act that oc-
curs at its office(s). A catastrophic act 
is any disaster, natural or otherwise, 
resulting in physical destruction or 
damage to the credit union or causing 
an interruption in vital member serv-
ices, as defined in § 749.1 of this chap-
ter, projected to last more than two 
consecutive business days. Within a 
reasonable time after a catastrophic 
act occurs, the credit union shall en-
sure that a record of the incident is 
prepared and filed at its main office. In 
the preparation of such record, the 
credit union should include informa-
tion sufficient to indicate the office 
where the catastrophic act occurred; 
when it took place; the amount of the 
loss, if any; whether any operational or 
mechanical deficiency(ies) might have 
contributed to the catastrophic act; 
and what has been done or is planned 
to be done to correct the defi-
ciency(ies). 

(c) Suspicious Activity Report. A credit 
union must file a report if it knows, 
suspects, or has reason to suspect that 
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